An improved OMOP infrastructure

to provide greater security

Ad(ditional technical data protection measures to improve the security of an
OMOP/OHDSI infrastructure

Background: According to the evaluation criteria by EDPB (European Data Protection Board), the implementation of an
OMOP infrastructure is to be considered high risk due to its processing of sensitive data and to the large-scale data
processing involved. We present additional security/privacy preserving measures identitied and implemented to

complement those already considered best practices within the OHDSI community.

MethOdS A lookup associating the OMOP id

with the patients’ EHR identifier is

maintained for traceability.

The lookup undergoes symmetric
encryption and is

= stored in a schema
—) separated from the "*

To enable advanced authentic-
cation methods such as two
factor authentication (2FA) we
manage authentication to Atlas/
WebAPI with an additional

software: Keycloak.

U L OMOP data. Keycloak allows storage of
rseudonymization Improved MFA hashed passwords (PBKDF2
simproved by | pseudonymization| ' algorithm) using salt and 27.500
replacw?g sequential . : arations.
ids with randomly picked values
(-2147483648 , +2147483647).
This reduces the risk of recognition
for consecutively registered
patients and facts. s

OMOP a
The WebAPI and the application Traceability
for ETL process should not |
contain plain text passwords or Lookups tables are maintained to provide a
store them on the filesystem. ink between source data and corresponding
These applications have been harmonized OMOP facts.
tweaked to manually insert a | These tables, together with a log table
password at the startup to be storing data transfer processes, results and
able to read all the required Keystore potential errors, are stored in a database
passwords from an encrypted separated from the OMOP CDM, with
java keystore. dedicated users.

Results: The described technical data protection measures have been included in the DPIA (Data
protection impact assessment) template created within “OHDSI Italia” node, reviewed by DPOs from

clinical centers. They have been included in the DPIAs related to the implementation of OMOP in several

ltalian centers. These measures have also been included in the BIOMERIS information security

management system certified by ISO/IEC 27001:2022 for consulting services related to OMOP. OHDSI
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